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Abstract—Many key pre-distribution techniques have been a random subset of keys from a key pool before deployment.
developed recently to establish pairwise keys for wirelessensor As a result, two sensor nodes have a certain probability to
networks. To further improve these schemes, researchers i@ ghare at least one key after deployment. This scheme was

proposed to take advantage of sensors’ expected locations t . .
help pre-distributing keying materials. However, it is ustally very ~ Urther extended in [5] by requiring two sensor nodes share

difficult, and sometimes impossible, to guarantee the knowtige at leastq pre-distributed keys to establish a pairwise key. A

of sensors’ expected locations. In order to remove the depdency  random pairwise keys scheme was also developed in [5]. This
on expected locations, this paper proposes a practical depiment  scheme pre-distributes random pairwise keys between arsens
model, where sensor nodes are deployed in groups, and the re&l 546 and a random subset of other sensor nodes, and has the

in the same group are close to each other after the deployment .
Based on this model, the paper develops a novel grouIo_bl,jsedproperty that the compromise of sensor nodes does not lead to

key pre-distribution framework, which can be combined with the compromise of any pairwise key shared directly between
any of existing key pre-distribution techniques. A distingiishing ~ two non-compromised sensor nodes. Two similar threshold-
property of this framework is that it does not require the pased techniques were developed independently in [8], [16]

knowledge of sensors’ expected locations and greatly simpes page two schemes significantly enhance the resilienceyof ke
the deployment of sensor networks. The analysis also showsatt distributi inst nod .
the framework can substantially improve the security as welas pre-distribution against node compromises.

the performance of existing key pre-distribution techniqtes. _ I-_|owever, due to the resource constraints (especially the
limited battery power) on sensor nodes and the threat of
l. INTRODUCTION compromised nodes, none of the above key management

Recent technological advances have made it possiblestthemes can guarantee the security of the keying materials
develop wireless sensor networks consisting of a large mumlosed for the communication between sensor nodes. It is alway
of low-cost, low-power, and multi-functional sensor notlest desirable to improve the security and performance of key
communicate in short distances through wireless links [Thanagement.

Such sensor networks are ideal candidates for a wide rangén many sensor network applications, long distance peer-to
of applications such as health monitoring, data acquisitio peer secure communication between sensor nodes is rare and
hazardous environments, and military operations. Therdesinnecessary. Thus, the primary goal of secure communicatio
able features of wireless sensor networks have attracteg ma to provide authentication and/or encryption betweegimei
researchers to develop protocols and algorithms that déih fubor sensor nodes. Therefore, the most important informatio
the requirements of these applications (e.g., [1], [10]],[1 that can benefit key pre-distribution is the knowledge about
[18], [19]). what nodes are the neighbors of each sensor node

Security becomes a critical issue to ensure normal networkSeveral techniques have been proposed to utilize the de-
operations as well as the integrity, availability, and ates ployment knowledge of sensor nodes to improve key pre-
confidentiality of the data collected by sensor nodes inileostdistribution protocols [7], [13], [17]. However, all thesm-
environments. However, providing security services ireleiss proved schemes assume thhe locations of sensor nodes
sensor networks is quite challenging due to the resource cean be pre-determined to a certain exteht practice, it is
straints on sensor nodes and the threat of node compromisssially very difficult, and sometimes impossible, to guszan
In particular, it is usually impractical to establish keystwween the knowledge of sensors’ expected locations. Moreovés, th
communicating sensor nodes using traditional methodsasichassumption severely limits the deployment of sensor nédsvor
public key cryptography and key distribution centers (KDC)Thus, an interesting question we may askcan we improve

Key management is the cornerstone of security services stilsa existing key pre-distribution technigques without gsax-
as authentication and encryption in wireless sensor n&wworpected location information?

Research seeking low-cost key management techniques thafo answer the above question, this paper identifies a prac-
can survive node compromises in sensor networks becortieal deployment model, where sensor nodes are deployed in
quite active in the past two, three years, yielding sevesakh groups, and the nodes in the same group are close to each
key pre-distribution schemes [5], [7]-[9], [16], [17], [R3 other after the deployment. Based on this deployment model,

A basic probabilistic key pre-distribution technique wathis paper develops a novel group-based key pre-distoibuti

proposed in [9]. In this scheme, each sensor node is assigfratnework. The analysis indicates that the framework iddee



improves the security as well as the performance of existing

key pre-distribution techniques substantially. Compdcethe xo
previous techniques for improving key pre-distributiohist
approach has the following two advantages.

1) The proposed framework does not require the knowledge
of sensors’ expected locations, which is required by all
the previous techniques in [7], [13], [17] for improving
key pre-distribution. This improvement greatly simpli-
fies the deployment of sensor networks.

2) The proposed framework can be easily combined with
any of those existing key pre-distribution techniques,
while the previous techniques can only be used to
improve certain type of key pre-distribution techniques.

The rest of this paper is organized as follows. The next Fig. 1. Deployment Distribution

section discusses our group-based deployment modelo8ecti
Il presents our framework and provides detailed analysis.

Section IV reviews related work on sensor network securityentered at adeployment point(;, y:). Different from the

Section V concludes this paper and points out possible éutifeployment models in [7], [13], where the deployment points

research directions. of groups are pre-determined, we do not assume any prior
. GROUP-BASED DEPLOYMENT MODEL knowledge of such deployment poidtsfact, we only assume

In this section, we introduce a practical deployment modd[[® existence .Of S.UCh deploym.ent. points. The mean of the
where sensor nodes are only required to be deployed in grou gussian d|str|bgtlom equals.(azl', y), and the pdf for any
The knowledge used to improve the performance of key prd2de in groupG:; is the following:
distribution is the assumption that the sensor nodes beigng 1
to the same group are deployed close to each other. THi§T: ¥) =
assumption is generally true, since the sensor nodes in the _ o
same group are supposed to be deployed from the same p¥ifgre oS thf standard deviation, andf(z,y) =
at the same time. For example, a group of sensor nodes gggze * TV /27,
dropped from the helicopter during the deployment. For the
sake of presentation, we call such a group of sensor nodes as  |ll. GROUP-BASED KEY PRE-DISTRIBUTION
a deployment group A

We assume that sensor nodes are static once they aie
deployed. We define theesident pointof a sensor node as hav
the point location where this sensor node finally residen- S‘?his
sors’ resident points are generally different from eacheoth ho
However, we assume the resident points of the sensor no
in the same group follow the same probability distributimaistr
function. The detailed description of the deployment maslel
given below.

The sensor nodes to be deployed are divided intgroups
{Gi}i=1,....n. The nodes in the same deployment grasip
are deployed from the same place at the same time with
deployment index. During the deployment, the resident poin
of any node in group’; follows a probability distribution
function f;(x, y), which we call thedeployment distributionf
groupG;. An example of the pdf;(x, y) is a two-dimensional
Gaussian distribution. Figure 1 illustrates a two-dimenal

—[(z—=z4)? —vi)?]/202
271'0'26 1« D)7 = f(I _xivy_yi)a

ccording to the deployment model discussed in the previ-
section, the sensor nodes in the same deployment group
e high probability of being neighbors. To take advantsge
observation, the pairwise key pre-distribution teghes
uld at least benefit the sensor nodes in the same deploy-
t group. Hence, we first employ am-group key pre-
ibution method, which enables the sensor nodes in the
same deployment group to establish pairwise keys between
each other with high probability. To handle the pairwise key
establishment between sensor nodes in different deploymen

roups, we then employ aross-group key pre-distribution
E\%thod, which enables selected sensor nodes in different

eployment groups to establish pairwise keys and thus ésidg
different deployment groups together .

In the above idea, as long as a key pre-distribution teclniqu
can provide pairwise key establishment between sensorsnode

Gaussian distribution at the cent@s0, 150). in a group, it can be used as the basic building block

The actual deployment distribution is affected by man&? construct the group_—based SCheme.' This implie_s t_hat_our
factors. For simplicity, we model the deployment distribot amework can be applied to any existing key pre-distriuti

as a Gaussian distribution (also called Normal distritio technique.

Gaussian distribution is widely studied and proved to bdéulse

. : : ... A. A General Framework

in practice. Although we only employ the Gaussian distribu-

tion, our methodology can be applied to other distributiaas ~ Without loss of generality, letD denote the key pre-

well. distribution technique used in the framework. This subieact
We assume that the deployment distribution for any noddows how to construct an improved key pre-distribution

in group G; follows a two-dimensional Gaussian distributiontechnique by applying the group knowledgeT®o
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distribute keying materials to each sensor nodieect key example of such a construction when= 4 andm = 3. In

establishmentwhich specifies how to establish a pairwis¢he figure,G} includes node 1, 4, 7 and 10, includes node

key shared between two sensor nod@ectly, and path key 2, 5, 8 and 11, and; includes node 3, 6, 9 and 12.

establishmentvhich specifies how to find a sequence of nodes

to help two given nodes to establish a temporary session key. G, G, G, G,

The key established in the direct key establishment phase is P, Vot - . N

called thedirect key while the key established in the path key ;jf @ @ @ |G,

establishment phase is called tinelirect key
We refer to an instantiation ob for a group of sensor

nodes as #&ey pre-distribution instancé\ key pre-distribution @ @

instanceD includes a set of target sensor nodgsa set of B

keying materialsK (e.g., keys [5], [9], polynomials [16], or
matrixes [8]), and a functiog that maps an ID irt+ to a subset @ @ @
of keying materials ir. In such an instance, each sensor node T ' ‘
1 in group G is pre-distributed with a set of secrets that are
computed from the mapping result of IDunder functiong. Fig. 2. Example of group construction

This set of secrets could be keys [5], [9], polynomial shares , , o
[16], or a row of elements on a matrix [8]. 2) Direct Key Establishment:After the pre-distribution
We also define the followingroperty functiongo charac- SteP, €ach sensor node belongs to two key pre-distribution
instances, an in-group instance and a cross-group instance

terize the typical properties of a key pre-distributiontamce. : ¢
Hence, the direct key establishment between two sensoisnode

« M(Dy. th? mem_ory_requirements on sensor nodes fori?simple and direct. If they are in the same deployment group
key pre-distribution instanc®.

f le.G;, th follow the direct k tablish t
« par(D): the probability of sharing a direct key betwee or example Gi;, they can follow the direct key establishmen

. A Of the in-group instanceD,. If they are not in the same
any two sensor nodes in a key pre-distribution 'nStan%%ployment group but belong to the same cross gretp
D

' Do) th bability of a di kev b they can follow the direct key establishment of the crossigr
¢ Ped(D,2): 1 e.prg ability o 3 wgc_t ey etwee.n t(\;V(.)instanceD;-. To determine if two sensor nodes are in the same
noN-cCoMPromised Sensor nodes being compromise ”?j&)loyment group or the same cross group, they only need
key pre-distribution instanc® when the adversary hasto exchange the IDs of groups that they belong to. In our

randomly compromised sensor nodes. framework, they only need to know the ID of the other party
Our group-based key pre-distribution framework is buijue to our group construction method.
upon a number of key pre-distribution instances. For sieapli  3) Path Key Establishmentf two nodes cannot establish a
ity, we assume there areequal size deployment groups withdirect key, they have to go through path key establishment to
m sensor nodes in each of those groups. The details of #iid a number of other sensor nodes to help them establish
our framework are described below, an indirect key. Similar to the direct key establishment, if
1) Pre-Distribution: For each deployment grou@;, we two nodes are in the same deployment gratip they can
randomly generate a key pre-distribution instarfi@g The follow the path key establishment ifb;. The indirect keys
pairwise key establishment between sensor nodes in gi@upbetween sensor nodes in the same group are callednthe
is based on instanc®;. For the sake of presentation, thesgroup indirect keysWhen two nodes belong to two different
randomly generated instances are calledinkhgroup (key pre- groupsG; andG;, we use a different method to establish an
distribution) instances indirect key. Basically, we need to find a “bridge” between
To handle the pairwise key establishment between sensisgse two deployment groups in order to setugrass-group
nodes in different deployment groups, we further genewate indirect key A bridge between grougs; and G, is defined
key pre-distribution instance§D;}i—1,....,. These instancesas a pair of sensor nod€s,b) (¢« € G; andb € G;) that
are called theross-group (key pre-distribution) instancdhe belong to the same cross grodfj, (a,b € G7). A bridge is
set of sensor nodes having the same cross-group insfaficevalid when the two sensor nodes involved in this bridge can
form across group’,. The requirements on these cross grougsstablish a direct key.
{GY,...,G! } are: (1) each cross group includes exactly one According to the pre-distribution step, there arepotential
sensor node from each deployment group, and (2) there arebmidlges (one from each cross group) that can be used to estab-
common sensor nodes between any two different cross groujsh an indirect key. In addition, due to our group constirtt

In other words, for any andj with i # j, we haveG;NG’, = method, a sensor node can easily compute all possible lsridge
¢ and|G;NG;| = 1. By doing this, each cross group providedetween any two deployment groups. Specifically, the plessib
a potential link for any two deployment groups. bridges between grou@; andG; are{((i — 1)m + k, (j —

In this paper, we propose a simply way to construct déym + k)}x=1,..... For example, there are 3 bridges between
ployment groups and cross groups. Basically, each deploymgroup G; and G4 in Figure 2:(1,10), (2,11), and (3,12).
group GG; contains the sensor nodes with IB& — 1)m + Assume every message between two sensor nodes is en-



crypted and authenticated by the pairwise key established TABLE |

K NOTATIONS
between them. The path key establishment for the sensosnode
in different deployment groups works as follows. n number of deployment groups
. . " ] . . m number of nodes in a deployment group
1) The source nodg f|_rst tries the_ bridge mvo_lvmg itself || . number of compromised sensor nodes
to establish an indirect key with the destination nodgas memory required for one Key pre-distributio
v. Assume this bridge igu,v’). Node v first sends a i“Stgng_fl%ty  havi direct kev in a k
TR . . s/ Pdk probability or having a direct Key In a key preg
request tov’ if it can establish a direct key with’. If - distribution instance
nodev’ can also establish a (direct or indirect) key with ., (z) probability of a direct key being compromised in
the destination node, nodev’ forwards this request to a keyh pfe-d'fjt“blft'on '”StanC_em‘;Vhed” the advgr-
. . . . . sary has ranaomly compromiseanodes
the des_tlnatmn node to establ_lsh an |nd_|rect !(ey. o probability of having & direct key in the groud
2) If the first step fails, node: tries the bridge involves || based scheme

the destination node. Assume the bridge i$u’,v). In Pgecalx) Pgobabilitygfagire%t key be}ing ?ﬁmpgomised ;

H e € group-based scheme wnen the aaversary|pas
this case, nodea send_s a request to_n(?dé if it car/1 randomly compromise: nodes
establish a (direct or indirect) key with’. If node u Pgei—in(z) | probability of an indirect key between two nodess
can establish a direct key with node it forwards the in the same deployment group being compro-
request to the destination nodeo establish an indirect mised when the adversary has randormly compfo-
key. Note that if nodeu andv are in the same cross|| p,.; ., () probability of an indirect key between two nodes
group, this step can be skipped, since step 1 and step 2 m_dlgerint ?ﬁplogment grﬁUPS bglnglcompr:-

H mised wnhen the adversary has ranaomly compro-

compute the same bridge. misedz nodes

3) When both of the above steps fail, nodehas to try
other bridges. Basically, it randomly choses a bridge
(u’,v"y other than the above two, assumiagis in the
same deployment group with, andv’ is in the same
deployment group withv. Nodewu then sends a request
to ' if it can establish a (direct or indirect) key with
u'. Onceu’ receives this request, it forwards the reque
to v’ in the bridge if they share a direct key. 4f can
establish a (direct or indirect) key with the destinatio

key pre-distribution instance. When two nodes need to estab
lish an indirect key, there are two cases. If these two nodes
are in the same deployment group, the path key establishment
only involves the sensor nodes in this deployment group. If
Mese two nodes are in different deployment groups, the path
key establishment only involves those in the same deploy-
. ) thent group with the source node or the destination node. In
_nodev, it forwards the request to nodzto establish an other words, the communication is limited in two deployment
indirect key. . ) groups. In addition, we also note that if two sensor nodes
To show an example, we use the same configuration asjintwo deployment groups are neighbors, the corresponding
Figure 2. When nodé& wants to establish a pairWise key W|thdep|0yment groups have h|gh probabmty of being close to
node 12, it first tries the bridge(1, 10). If this fails, it tries each other, which may reduce the overall communication
the bridge (3,12). If both bridges fail, it needs to try the oyerhead significantly in their path key establishment.
bridge (2, 11). If none of these bridges works, the path key 2) Establishing Direct KeysConsider a particular sensor
establishment fails. In our later analysis, we will see théd odew in the deployment groug; at position(z’,y'). Let
usually very unlikely that none of those bridges works. 4 denote itscommunication arean which any other sensor
Note that in the above approach, the path key establishmgagte can directly communication with node In this paper,
in a cross-group instance has never been used. The reasagdsassumed is a circle centered atz’,y’) with radius R,
that the sensor nodes in a cross group usually spread o¥@lereR is the radio range of a sensor node. Thus, the average

the entire deployment field, which may introduce significaffumber of sensor nodes in the deployment graup that
communication overhead in path key establishment. finally reside inA can be estimated as '

B. Performance Analysis nij(a',y) = m// fla — 2,y — y;)dady.
For simplicity, we assume all those in-group and cross- A

group key pre-distribution instances have the same prppert For any deployment grou@; other thanG;, we know that

functions (M (D), pax(D), and p.q(D, z)). Indeed, this as- there is only one sensor nodé in G; that shares the same

sumption is true for the key pre-distribution technique$sh cross grougs;, with nodeu. Thus, the probability of this node

[8], [9], [16] given the same storage overhead, group sizg, being deployed inA can be estimated ag% This

and keying material size. Thus, throughout this paper, vée Udicates that among all those sensor nodes deployeld ihe

M, par, andpcq(x) to represent the three property functionsaverage number of senor nodes that belong to the deployment

respectively. Table | lists the notations that are used,lfeedjy groups other tha’; but share the same cross gr(ﬁQ with

in our analysis. nodewu can be estimated as
1) Overhead:Obviously, the storage overhead on a sensor s ni (2, y')
node can be estimated a3/. The communication overhead (o, y') = Ziztizi VoY)

to establish a direct key is the same as the communication m
overhead to establish a direct key in an in-group or croesqgr ~ When sensor nodes are evenly distributed in the deployment

4



field, it is possible to further simplify the above equati&up- o

pose the average number of sensor nodes in the communication
. n

range of a sensor noderisy. We haved 7, ., ni (2, y') =

na —n;(z’,y"). Thus,

o
w

0.25 -
0.2

na —nii(x',y) 0.15

Probability of having direct keys
between neighbor nodes

[ AN
n; (SC Y ) - m 01
In addition, the probability of having a direct key betweaen 0.05
and any sensor node that shares the same key pre-distnibutio 0 ‘ ; ‘ ;
instance withu is pgr. Thus, the average number of sensor 0 0.2 0.4 0.6 0.8 1
nodes inA that can establish direct keys with nodecan be Probability of having direct keys in ainstance

estimated asn; ;(z',y’") + n}(2’,y’)) X pax. This means that
the probability ofu having direct keys with its neighbor nodes
can be estimated as

Fig. 3. Probability of having a direct key between two neighhodes.

(nii(2',y") + ni(a’, y")) X Pk pre-distribution in [3]. The result of combination genest
na three novel key pre-distribution schemesgm@up-based EG
Hence, for any node in groug;, the probability of having scheme, which combines the framework with the basic prob-

direct keys with its neighbor nodes can be estimated as ~ abilistic scheme, group-based Rkscheme, which combines
the framework with the random pairwise keys scheme, and a

Di ('rlv y/) =

Dodk = // flz —xi,y — x)pi(x, y)dady, group-based PBcheme, which combines the framework with
' s the polynomial-based scheme.
where S denotes the entire deployment field. For the basic probabilistic key pre-distribution scheme, w

pgar Can also be used to estimate the probability of any no@ssume the key pool size 180, 000. This key pool is divided
in any deployment group having a direct key with its neighbdnto 200 small equal size key pools in the group-based EG
node whenS is an infinite field. For a given deployment fieldscheme (500 keys in each small key pool). Each key pre-
S, we simply configure the deployment point 6f; as its distribution instance uses a unique key pool. Each sensite no
geometric centroid, and use the probability of a nod&yin selects the same number of keys from the key pools in its in-
having a direct key with its neighbor node to represent tiggoup instance and cross-group instance. Figure 4 shows tha
probability of having a direct key between any two neighbdhe group-based EG scheme improves the probability of gavin
nodes. a direct key between two neighbor sensor nodes significantly

To evaluate our approach when it is combined with when there are severe memory constraints (e.g., 50 keys on
particular key pre-distribution technique (e.g., the @md each sensor node).
pairwise keys scheme), we use the following configuration
throughout this paper. we assume there are totally 10,000
sensor nodes deployed on1800m x 1000m area. These
sensor nodes are divided into 100 deployment groups with
100 sensor nodes in each group= m = 100). We assume
sensor nodes are evenly distributed in the deployment field
so that the probability of finding a node in each equal size
region can be made approximately equal. In other words, the
density of sensor nodes is approximately one sensor node

0.35

o
w

|
Basic probabilistic

0.05 Group-based EG

Probability of having direct keys
between neighbor nodes

per 100 square meter. We always assume the radio range is 0 ot ; ‘

R = 40m. Thus, there aré>12x40 ~ 50.27 sensor nodes on 0 50 100 150 200
average in the communication range of a given sensor node. Memory usage

We also sets = 50m in all those deployment distributions

Fig. 4. Probability of having a direct key between two neighlsensor
{fl(xv y)}zzln - ) ] nodes. Memory usage is measured by counting the number sfdteyed on
Figure 3 shows the probability of having a direct keypach node.

between two neighbor nodes under the above configuration.

We can see that the probability,.q increases almost linearly Figure 5 compares the probability of having direct keys
as pqr. increases. Sincey, can be made quite large withbetween neighbor nodes for both the random pairwise keys
small storage overhead for a small group of sensor nodssheme in [5] and the group-based RK scheme under the same
we expect that the group-based schemes can improve themory constraint. We can clearly see that our framework can
performance of existing key pre-distribution techniqugsifi- significantly improve the probability of having a direct key
cantly. To illustrate this point, we investigate the impeowents between two neighbor sensor nodes for the random pairwise
we can achieve by combining the framework with the baskeys scheme. This indicates that the group-based RK scheme
probabilistic key pre-distribution scheme in [9], the rand can support larger sensor networks than the random pairwise
pairwise keys scheme in [5], and the polynomial-based k&gys scheme given the same configuration.



Probability of having direct keys
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0.15 -

7777777777777777777777777777777777777777777777777

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

------ Random pairwise keys
Group-based extension| ™~
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Memory usage

deployment group usually has a limited number of sensor

nodes (e.g., 100). Since the nodes in the same deployment
group are usually close to each other, a sensor node cap easil
contact most of other nodes in the same deployment group. For
example, a sensor node can launclgraup flooding where

only the sensor nodes in the same group participate in the
flooding, to contact other nodes. Thus, we believe that it is

usually possible to configure the key pre-distributionanse

for a deployment group with small storage overhead so that

any two sensor nodes in this group can either share a direct

key or establish an indirect key at a very high probabilityhwi
reasonable communication overhead. For example, we employ
the random pairwise keys scheme in [5] for a group of 100
sensor nodes, and assign 50 keys to each sensor node. In this
case, a sensor node can establish a direct key with its naighb
Figure 6 shows the probability of having direct keys beglode at a probability of 0.5. After contacting half of the sen
tween neighbor sensor nodes for the group-based PB schef@gles in this group, the probability of finding one node that
the random subset assignment scheme [16], and the ggbares direct keys with both the source and destinationsnode
based scheme [16]. For all these schemes, we assume C@ be estimated as— (1 —0.5 x 0.5)°° &~ 0.999999. Hence,
same number of bivariate polynomials in the system and tie always assume two sensor nodes in the same deployment
same number of polynomial shares stored on each sengtup can always establish an indirect key in this paper.
node. Specifically, there are 100 deployment groups and 100The situation becomes more complicated if two sensor
cross groups for the group-based PB scheme. Each of theedes are in different deployment groups. In this case, they
groups is assigned one unique bivariate polynomial for tf@ve to find a valid bridge between these two deployment
corresponding key pre-distribution instance. Each senede groups to establish an indirect key. Since there rareross
gets assigned the polynomial shares on its in-group inetarf@foups, there are: potential bridges. As long as one of them
and cross-group instance. Similarly, there are 200 bitariavorks, the source node can establish an indirect key with
polynomials in the polynomial pools of the random subséfe destination node through this bridge. The probabiligt t
assignment scheme and the grid-based scheme. The ranf@ie of these bridges works can be estimatedlas pax)™.
subset assignment scheme assigns the polynomial shares 6hgs, the probability that at least one bridge works, whih i
randomly selected polynomials from the pool to each seng¥fiuivalent to the probability of having an indirect key beém
node, while the grid-based scheme arranges 200 polynom{#/@ neighbor nodes in different deployment groups, can be
on a100 x 100 grid. We can clearly see that the probabiliyestimated ad — (1 — pax)™.
of having a direct key between two neighbor sensor nodes inFigure 7 illustrates the probability of having an indirect
the group-based PB scheme is much higher than that in #fY between two neighbor sensor nodes that are in different

random subset assignment scheme and the grid-based schégiloyment groups, assuming the same configuration as in
Section 1lI-B.2 for the group-based EG scheme, the group-

035 3 3 based RK scheme, and the group-based PB scheme. We can
03 |- ‘ ‘ see that two neighbor sensor nodes in different deployment
groups can usually establish an indirect key even if theee ar
severe memory constraints on sensor nodes (e.g., 10 keys per
sensor node).

Fig. 5. Probability of having a direct key between two neighlsensor
nodes. Memory usage is measured by counting the number sfdteyed on
each node.
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nodes. Memory usage is measured by counting the number ghquulal - S S Groug_based RK
coefficients stored on each node. s | —— Group-based PB
a i i
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3) Establishing Indirect Keystn the following, we estimate 0 20 40 60 80 100

Memory usage

the probability of having an indirect key between two neighb

Sensor. nOdeS. if they C‘?‘””Ot establish a direct ke.)/' Fé;. 7. Probability of having indirect keys between sensmes in different
Obviously, if two neighbor sensor nodes are in the sany ployment groups. Memory usage is measured by countinguheer of

deployment group’;, they can follow the path key estab-keys or polynomial coefficients stored on each node.
lishment of D; to establish an indirect key. We note that a



C. Security Analysis deployment group=;. Since there are totally compromise

The main threat we consider in the security analysis §nsor nodes, the probability gfsensor nodes in groug;
the compromise of sensor nodes. We assume an adverd¥@iig compromised can be estimated@%% for
randomly compromises sensor nodes in the network. Thisi < m—2. Whenj sensor nodes in grou; are compromised,
subsection focuses on the impact of compromised sensosnod¢ probability of this direct key being compromised can be
on the direct key establishment and the path key establishmeéstimated ag..(j). Hence, the probability of any direct key

Similar to the analysis in the previous subsection, we inve@etween two non-compromised sensor nodes in a deployment
tigate the security of the proposed framework after conigini group being compromised can be estimated as
it with the basic probabilistic key pre-distribution schem
in [9], the random pairwise keys scheme in [5], and the m=—2 ! (n—1)J
polynomial-based key pre-distribution in [3]. Pged(c) = Z (c— ! e

It is easy to see that the grid-based scheme in [16] can be j=0.j<=c -
considered as a group-based PB scheme if a row or a column )
of sensor nodes in the grid are deployed in the same groupSincen = m, the abovey,.q(c) can also be used to estimate
This means that the grid-based scheme and the group_ba{g@dprobabmty lof a direct key between twolnon—compror_msed
PB scheme have the same security performance against neRféSor nodes in the same cross group being compromised.
capture attacks given the same configuration (e.g., storag&igure 8 compares the probability of a direct key between
overhead, network size). Thus, in our later security anglystwo non-compromised sensor nodes being compromised for
we simply skip the security comparison between the griée basic probabilistic key pre-distribution scheme in 48t
based scheme and the group-based PB scheme. On the dfifergroup-based EG scheme. We can see that the security
hand, we noticed in Figure 6 that the group-based PB scheffiedirect keys can be significantly improved by applying our
can achieve much higher probability of establishing dikegts framework.
between neighbor sensor nodes than the grid-based scheme.

DPecd (.7)

0.6

This implies that the group-based PB scheme is more desirabl [ | = Basic probabilistic | |

than the grid-based scheme when the group-based deployment s os ‘ Group-based EG j------ooooooooooo oo

model is made possible. LS R S R
During the evaluation, we always assume that the memory ~ § g

usage at each sensor node is equivalent to store 100 Crypto- 7§ g 03 f-------=---mmmmmoom g e

graphic keys. According to the previous configuration, ¢her §§ P T P A

are 10,000 sensor nodes in the network, and= m = 100. 5

Thus, for the random pairwise keys scheme, the probabilityo & ®'|

having a direct key between two neighbor node& (8, while o L= ‘ ‘ ‘

for the group-based RK scheme, the probability of having a 0 50 100 150 200

direct key between two neighbor nodes0id5 as shown in Number of compromised nodes

Figure 5'_ . . Fig. 8. Probability of a direct key between two non-compreedi nodes
In addition to the above key pre-distribution schemes, Wging compromised. Assume the probability of having a tikay between

configure all other schemes in such a way that the probabilitye neighbor nodes i6.3.
of having a direct key between two neighbor sensor nodes is

0.3. For the random pairwise keys scheme [5], the compromise

« Basic probabilistic scheme in [9]The key pool size is of sensor nodes does not affect any of the direct keys estab-
28,136. Each sensor node randomly selects 100 keys frished between non-compromised sensor nogeg {) = 0),
this pool. since every key is generated randomly and independently.

« Random subset assignment scheme in:[I8f polyno- Thus, if we apply our framework to the random pairwise
mial pool size is 13, and each polynomial has the degrieys scheme, the resulting scheme still has the perfectisecu
of 49. Each sensor node randomly selects 2 polynomiglaarantee against node capture attagks;(c) = 0), which
from the pool and stores the corresponding polynomisleans that the compromise of sensor nodes does not affect
shares. direct keys between non-compromised nodes. Together with

« Group-based EG schemd@he key pool size in eachthe result in Figure 5, we can conclude that our framework
instance is 500. Each sensor node randomly selects &h improve the probability of having direct keys between
keys from its in-group instance and 50 keys from itaeighbor sensor nodes significantly without sacrificing the
cross-group instance. security of direct keys.

«+ Group-based PB schem&ach instance includes a 49- Figure 9 shows the probability of a direct key between two
degree bivariate polynomial. Each sensor node gets agm-compromised sensor nodes being compromised for the
signed the polynomial shares from its in-group instanggoup-based PB scheme and the random subset assignment
and cross-group instance. scheme in [16]. We can see that the group-based PB scheme

1) Impact on Direct Key Establishmen€onsider a direct has much better security performance than the random subset

key between two non-compromised sensor nodes in the samssignment scheme in terms of the compromised direct keys.



between two non-compromised nodes being compromised for
the basic probabilistic scheme in [9]. We can see that thero
based EG scheme has higher security guarantee for thedhdire
keys between the sensor nodes in the same deployment group.
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Fig. 9. Probability of a direct key between two non-compreedi nodes
being compromised. Assume the probability of having a tikey between
two neighbor nodes i8.3.

same group being compromised
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2) Impact on Path Key Establishmenin the following, B
we first study the impact of compromised sensor nodes g@nﬁﬂec’t’iﬁyéﬁ% compromiseetfor he basic probalalatheme. Assume
the indirect keys established between sensor nodes in probability of having a direct key between two neighbodes is0.3.
same deployment group (in-group indirect keys), and then
study the impact of compromised sensor nodes on the indirecFor the group-based RK scheme, singgq(c) = 0, we

keys established between sensor nodes in different deploymhave pyc;—in(c) = —%. This means that given the same
groups (cross-group indirect keys). network size, the probability of an in-group indirect keyrge

Note that when the compromised sensor nodes can dmmpromised for the group-based RK scheme will equal to
detected, two non-compromised nodes can always re-estabthe probability of a given indirect key (involving only one
an indirect key through path key establishment and avaigtermediate node) being compromised in the random pagrwis
those compromised sensor nodes or compromised key preys scheme in [5]. However, we note the probability of
distribution instances. However, it is usually very difficto  having a direct key between two neighbor nodes in the random
detect compromised sensor nodes. When the compromigaitwise keys scheme is much lower than that in the group-
nodes cannot be detected, the indirect key between two nbased RK scheme. In fact, given a large sensor network and
compromised nodes may be disclosed to the attacker widmall storage overhead, it is very difficult and expensive fo
out being noticed. In the following analysis, we focus othe random pairwise keys scheme to establish an indirect
the probability of a given indirect key between two nonkey (not to mention the indirect key that involves only one
compromised sensor nodes being compromised when the nodermediate node) between two neighbor nodes. On the other
capture attacks cannot be detected. hand, according to the analysis in Section 1lI-B.3, we know

Probability of compromised in-group indirect keys: that the probability of having an indirect key between two
When there are compromise sensor nodes, the probability afeighbor nodes is almost 1 for the group-based RK scheme
a particular sensor node being compromised can be estimatgdn if there are severe memory constraints on sensor nodes.
as —“—. According to our earlier analysis, the probability oHence, in later discussion, we will also skip the security
establishing an in-group indirect key that only involvessoncomparison between these two schemes.
intermediate node is usually very high. For simplicity, we Figure 11 shows the probability of an in-group indirect key
assume the in-group indirect key can always be establisHegtween two non-compromised nodes being compromised for
through one intermediate node. Thus, the establishment ofthe group-based PB scheme. It also includes the probability
in-group indirect key involves an intermediate node, adireof a given indirect key (involving only one intermediate edd
key for the link between the source node and the intermediditetween two non-compromised nodes being compromised for
node, and a direct key for the link between the intermediatfee random subset assignment scheme in [16]. We can see
node and the destination node. Thus, if the intermediate ndfiat the group-based PB scheme has much better security
and the two direct keys are not compromised, the indirgeerformance than the random subset assignment scheme in
key is still secure. This means that the probability of an irterms of the compromised indirect keys between nodes in the
group indirect key between two non-compromised nodes beisgme deployment group.

compromised can be estimated as Probability of compromised cross-group indirect keys
. Though the establishment of an in-group indirect key ingslv
Dgci—in(c) =1 — (1 — 2)(1 — pged(c))? one intermediate node, the establishment of an indirect key
nm —

between sensor nodes in different groups may involve up to
Figure 10 shows the probability of an in-group indirect kefour intermediate nodes.

between two non-compromised nodes being compromised foAssume the source nodein group G; wants to setup an

the group-based EG scheme. It also includes the probabilitglirect key with the destination nodein groupG,. Assume

of a given indirect key (involving only one intermediate edd the indirect key is established through a bridgg '), where
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When the path key establishment involvesntermediate
nodes, the indirect key will be still secure if all of these
nodes and the relateidt- 1 direct keys are not compromised.
Thus, for an indirect key that involvesintermediate nodes,
the probability of it being compromised can be estimated
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Probability of indirect keys in the
same group being compromised
o
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04 [ R M asl—(1-— pgcd(c_))zf (1 — =)". Hence, the probability
; ! ! ; : . of a cross-group indirect key between two non-compromised
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i Group-based PB sensor nodes being compromised can be estimated as
0 H H H
4
0 1000 2000 3000 4000 5000 6000
, i _ _ 1 i+lgq c i
Number of compromised nodes Pgci—cr (C) = zpl X [1 (1 pgcd(c)) (1 R— 2) ]
1=

Fig. 11. pgci—in(c) for the group-based PB scheme and the probability of _. - -
an indirect key being compromised for the random subsegrssint scheme. ~ Figure 12 shows the probability of a cross-group indirect

Assume the probability of having a direct key between twahkor nodes key between two non-compromised sensor nodes being com-

is 0.3.

promised for the group-based EG scheme. It also includes the
probability of an indirect key (involving only one intermiate

W € G; andv’ € G;. Since the key established between node) between two non-compromised nodes being compro-
and v is an indirect key, we have either # u’ or v # o' mised for the basic probabilistic scheme [9]. We can see that

Thus, we need to consider the following three cases: the security of these two scheme are very close to each other

1)

2)

3)

nodes in different deployment groups. gtdenote the prob-
ability of the establishment of this key involvingntermediate
nodes, we have

in terms of the indirect keys between sensor nodes in diftere

u and v share the same cross grauphe probability deployment groups

of this case can be estimated ﬁ){s In addition, we also
note thatu # v’ andv # v’. Thus, the probability of the
path key establishment involving two intermediate nodes
can be estimated as},, which means that: shares a
direct key withu/, andv shares a direct key with’.
Similarly, the probability of the path key establishment
involving three intermediate nodes can be estimated
as 2(1 — pax)pakr, and the probability of the path key
establishment involving four intermediate nodes can be
estimated agl — pax)?.

u and v belong to different cross groups with either
u = v’ or v = v'; The probability of this case can
be estimated ag’—(1 — (1 — pai)?). Similar to the
analysis in the first case, the probability of the path kesig. 12. p,ci—c-(c) for the group-based EG scheme and the probability of
establishment involving one intermediate node can j3g indirect key being compromised for the basic probalulstheme. Assume
estimated ay,, and the probability of the path I(eythe probability of having a direct key between two neighbodes is0.3.
establishment involving two intermediate nodes can be
estimated ad — pgy.

u and v belong to different cross groups with neithe
v/ = w nor v = wv: The probability of this case
can be estimated aéjg—l(l — pax)?. Similar to the
analysis in the first case, the probability of the pat
key establishment involving two intermediate nodes ¢
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Figure 13 shows the probability of a cross-group indirect
Ikey between two non-compromised sensor nodes being com-
promised for the group-based PB scheme. It also includes
the probability of an indirect key (involving only one inter
Wediate node) between two non-compromised nodes being
ﬁ)mpromised for the random subset assignment scheme in
X 9 o 6]. We can still see that the group-based PB scheme has
be estimated agy,, the probability of the path keyéﬁuch better security performance than the random subset

establishment involving three intermediate nodes Cassi nment scheme in terms of the indirect keys betweersnode
be estimated a&(1 — pax)par, and the probability of . 9 Yy

the path key establishment involving four intermediatd d|fferer_1t deployment groups. . .
nodes can be estimated @s— pay)2. According to the above security analysis and the perfor-

mance analysis in the previous subsection, we can easily con
Wide that the proposed framework can significantly improve
the security as well as the performance of existing key pre-
distribution techniques.

pL = mT_l[l — (1 = par)?]pax IV. RELATED WORK

p2= =pa+ 221 — (1= par)?) (1 — par) A number of techniques have been proposed to establish
+(1 = par)?p%) pairwise keys in resource constrained sensor networkssis ba

ps = 2(1 — par)par[= + Z=L(1 — par)?] probabilistic key pre-distribution scheme was introduitef®]

pa= L(1—pa)*+ 211 - pa)*(1 — par)? and improved in [5]. The limitation of these approaches is



=
N

g _ ! ! ! ! and the implementation of these techniques on real sensor
B L o T L platforms.
S S —
£s08 | | | |
55 i 3 ! 3 3 REFERENCES
=° 06 F-+----- A S e P —
o i i i i
.E 5 ; ; 3 ; [1] I.F. Akyildiz, W. Su, Y. Sankarasubramaniam, and E. @aiyiWireless
o5 04 | | | 1 sensor networks: A surveyComputer Networks38(4):393-422, 2002.
£5 ; 1 1 | [2] S. Basagni, K. Herrin, D. Bruschi, and E. Rosti. Securblpenets.
8502 /i i """ Random SUbse‘ASS'Q”’“e”T” In Proceedings of ACM International Symposium on Mobile ad hoc
e ! Group-based PB networking and computingages 156-163, 2001.
0 ‘ ‘ ‘ ‘ [3] C. Blundo, A. De Santis, Amir Herzberg, S. Kutten, U. Vaoz, and
0 1000 2000 3000 4000 5000 6000 M. Yung. Perfectly-secure key distribution for dynamic femences.
Number of compromised nodes In Advances in Cryptology — CRYPTO '92, LNCS ,7d¢éges 471-486,
1993.
Fig. 13. pyci—er(c) for the group-based PB scheme and the probability of[4] D.W. Carman, P.S. Kruus, and B.J.Matt. Constrains amiagzhes for
an indirect key being compromised for the random subseg@assgnt scheme. distributed sensor network security. Technical report,| NAbs, 2000.
Assume the probability of having a direct key between twaghleor nodes [5] H. Chan, A. Perrig, and D. Song. Random key predistrdnutschemes
is 0.3. for sensor networks. IHEEE Symposium on Research in Security and

Privacy, pages 197-213, 2003.
[6] J. Deng, R. Han, and S. Mishra. Security support for itwoek
. processing in wireless sensor networks. 2003 ACM Workshop on
that a small number compromised sensor nodes may affect Security in Ad Hoc and Sensor Networks (SASN, @Bjtober 2003.
the secure communication between a large number of nofd W.Du, J. Deng, Y.S. Han, S. Chen, and P. Varshney. A keyagament

: [ scheme for wireless sensor networks using deployment laumel In
compromised sensor nodes. A random pairwise keys scheme Proceedings of IEEE INFOCOMQAviarch 2004,

was proposed in [5]. Although this technique provides pers] w. Du, J. Deng, Y. S. Han, and P. Varshney. A pairwise keg-pr
fect security against node capture attacks, it cannot docale distribution scheme for wireless sensor networksPioceedings of 10th

; o ACM Conference on Computer and Communications Securitys{@3}
large sensor networks. To improve the resilience of sensor bages 42-51, October 2003,

networks against node compromises, two threshold-based k@) L. Eschenaver and V. D. Gligor. A key-management scheore f
pre-distribution techniques were developed in [8], [16]. A distributed sensor networks. Rroceedings of the 9th ACM Conference

cooperative protocol was developed to enhance the security 97 Computer and Communications Securpages 41-47, November
of pairwise key establishments [20]. The giant componefb; p. Gay, P. Levis, R. von Behren, M. Welsh, E. Brewer, andCDller.

theory was used in [14] to further improve the performance The nesC language: A holistic approach to networked emlaedyls-

; _ i ; tems. InProceedings of Programming Language Design and Implemen-
and provide trade-off between connectivity, memory sizé an tation (PLDI 2003) June 2003,

security. In this paper, we demonstrate that the perfor@afc [11] 3. Hill, R. Szewczyk, A. Woo, S. Hollar, D.E. Culler, akd S. J. Pister.

these key pre-distribution techniques can be further iwgulo System architecture directions for networked sensorsArahitectural

significantly by using our framework. Support for Programming Languiages and Operating Systpages 93-
The pric_)r d_eplpyment knowledge has been used to im_prOM.Q] L. Hu and D. Evans. Secure aggregation for wireless ogv In

key pre-distribution protocols [7], [13], [17]. The tecluie Workshop on Security and Assurance in Ad Hoc Netwdi&suary 2003.

in this paper differs from those approaches in that it dogs i3 D- Huang, M. Mehta, D. Medhi, and L. Harn. Location-awakey
. . . . management scheme for wireless sensor networksPrégeedings of
require the expected location information of sensor noaled, the 2nd ACM workshop on Security of ad hoc and sensor networks

thus greatly simplifies the deployment of sensor networks. (SASN '04) pages 29 — 42, October 2004.

: ] J. Hwang and Y. Kim. Revisiting random key pre-disttibn schemes
. The.re are many other studies On sensor network securw, for wireless sensor networks. Rroceedings of the 2nd ACM workshop
including frameworks and evaluation of key management on Security of ad hoc and sensor networks (SASN, Pddjes 43 — 52,
schemes [4], [23], tamper-resistant hardware [2], efficien  October 2004.

ot ; ] C. Karlof and D. Wagner. Secure routing in wireless senmgetworks:
broadcast authentication [19]’ secure data aggregatlmh é:HS Attacks and countermeasures. Rroceedings of 1st IEEE International

in-networking processing [6], [12], [21], and VU|ner<’flﬁdB, Workshop on Sensor Network Protocols and Applicatidviay 2003.
attacks, and countermeasures [15], [22]. We consider thé®] D. Liu and P. Ning. Establishing pairwise keys in distied sensor
complementary to ours networks. InProceedings of 10th ACM Conference on Computer and

Communications Security (CCS'03)ages 52—61, October 2003.
[17] D. Liu and P. Ning. Location-based pairwise key estdbtients for
static sensor networks. 2003 ACM Workshop on Security in Ad Hoc
V. CONCLUSION AND FUTURE WORK and Sensor Networks (SASN '0ppges 72—82, October 2003.
. . . . . [18] D. Niculescu and B. Nath. Ad hoc positioning system (APSn
In this paper, we investigated the techniques to improve Proceedings of IEEE GLOBECOM '02001.
pairwise key pre-distribution in wireless sensor netwokikg [19] A. Perrig, R. Szewczyk, V. Wen, D. Culler, and D. Tygar.PISS:

developed a general framework that can be used to improve the Security protocols for sensor networks. Rroceedings of Seventh
.. L . . Annual International Conference on Mobile Computing andwdeks
performance of any existing key pre-distribution schent@sT July 2001.

framework does not require any prior knowledge of sensorgb] R. D. Pietro, L. V. Mancini, and A. Mei. Random key assigent for

expected locations, and thus greatly simplifies the depdmlm secure wireless sensor networks. 2003 ACM Workshop on Security
] in Ad Hoc and Sensor Networks (SASN ;03ktober 2003.

of sensor networks. The analysis further demonstratestirat [21

h ) i ] B. Przydatek, D. Song, and A. Perrig. SIA: Secure infafion
technique can improve the security as well as the performanc ~ aggregation in sensor networks. Rroceedings of the First ACM

of existing key pre-distribution protocols substantially ggg;efeﬂce on Embedded Networked Sensor Systems (SeBl5)0iD
Several research directions are worth further StUdying’ i[iZ] A. D.'Wood and J. A. Stankovic. Denial of service in sansetworks.

cluding detailed performance evaluation through simaiati IEEE Computer 35(10):54-62, 2002.

10



[23] S. Zhu, S. Setia, and S. Jajodia. LEAP: Efficient segumiechanisms
for large-scale distributed sensor networksPhoceedings of 10th ACM
Conference on Computer and Communications Security (3}38ges
62—72, October 2003.

11



